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— Hackers accessed personal data, including credit card
information, from several thousand customers who
purchased DSL equipments through online Web store.

— AT&T technicians discovered the security breach
“within hours.” The online DSL store was immediately
shut down.

— AT&T quickly notified major credit card companies and
is working with law enforcement to investigate the
incident and pursue the perpetrators.

— Individual customers were notified by (real) e-mail about
the full scope of the scam
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M AT&T g chp &
— The stolen info of 19,000 customers was immediately put to
use as part of an unusual deceptive phishing scam

— The security breach occurred at an AT&T vendor that operates
an order processing computer for the online DSL store

— Stolen information included: name, address, e-mail, phone no.,
credit card no. and card expiration date

M Phishing i%j%

— ¥ % » gre-mail: we recently tried to charge your credit card for
your SBCdslstore.com order and it was rejected by the bank
because it has no complete information.

— e-mail ¥ # & 3£ R4 DSL & &% order number ~ £ £ 3 pE i3 %
thttem o WRER LROBEE -

— e-mail * #&.: To update the credit card information details for
your order, please select this link,” the message instructed

directing people to a "spoof site" with an illegitimate
sbcdslstore.org (not .com) Web address.
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M 2010.6.10: In what's being described as AT&T's worst
security breach in recent history,

— the wireless company went and left sensitive information on
114,067 owners of the iPad 3G exposed on the Web.

— The subscriber data was obtained by a group calling itself
Goatse Security, who then published the personal email
addresses of the victims, including military officials, CEOs,
prominent politicians, and celebrities.

¥ When provided with an ICC-ID as part of an HTTP request

— the script (of AT&T web-site) would return the associated e-
mail address, in what was apparently intended to be an AJAX-
style response within a Web application.

— The security researchers were able to guess a large swath of
ICC IDs by looking at known iPad 3G ICC IDs, some of which
are shown in pictures posted by gadget enthusiasts to Flickr
and other internet sites, and which can also be obtained
through friendly associates who own iPads and are willing
share their information, available within the iPad “ Setti
application.

R
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E To make AT&T's servers respond,

— the security group merely had to send an iPad-style “User
agent” header in their Web request. Such header identify
users’ browser types to websites.

B AT&T, which has confirmed the breach, insists that

— only email addresses were lifted, and that more sensitive data
like credit cards and home addresses were not compromised.

kM Famous users:
— New York Mayor Michael Bloomberg,
— anchorwoman Diane Sawyer of ABC News,
— New York Times CEO Janet Robinson,

— Col. William Eldredge, commander of the 28th Operations
Group at Ellsworth Air Force Base in South Dakota
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— 4% & R P (Collection Limitation Principle)
— B ehP FE i R B (Purpose Specification
Principle)
— TR 2FL R (Data Quality Principle)
— "F]41* BB (Use Limitation Principle )
— B A %4 BB (Individual Participation
Principle)
— 2B R B (Openness Principle)
— % > i%#E R B (Security Safeguards Principle)
— ¥ =2 R B (Accountability Principle)
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