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m Model Privacy and Data Security Bill
Section 10. Enforcement

= Violation : ....Except that the amount of any
civil penalty under such Act may not exceed
$2,000,000 for all related violations by a single
violator regardless of duration or the number of
Individuals affected.

m Federal Trade Commission Act may be
Increased by up to tree times this amount If there
IS evidence that the defendant is found to have
committed a violation willfully and knowingly
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OWASP ASVS 4 Level Verification

(ASVS: Application Security Verification Standand)

m Level 1: Automated Verification

m Level 1A — Dynamic Scan (Partial Automated Verification)

m Level 1B — Source Code Scan (Partial Automated Verification)
m Level 2: Manual Verification

m Level 2A — Penetration Test (Partial Manual Verification)

m Level 2B — Code Review (Partial Manual Verification)

m Level 3: Design Verification

m Level 4: Internal Verification
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Employee Employee
under1000 over 1000
Business services i - : 756 - RN "
Transportation and logistics
Professional services
Construction and engineering
Media, entertainment and leisure
Utilities and telecom
Utilities
Telecommunications
Finance and Insurance
Financial services
Insurance
Public sector
Public services

Government

Owverall

Exhibit 3.9 IT Staff as a Percent of Total Staff by Company Size
(Source: Forrester.)
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F ‘z ,‘ '-""Q % 2_ B %z’ :
o Threat from Environment : 15%-17%
m Threat from People :83%-85%

= Internal People :70%-80%
= External People :3%-15%

Source :Datapro Report 1995
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+US:

* Information Technology Management Reform Act
(ITMRA, Clinger Cohen ACT, 1996)

§ 5123 (6),

§ 5125 CIO Function and official
designated

» Federal Information Security Management Act
(FISMA)
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